2017 IEEE Symposium on Privacy-Aware Computing

Measuring Personality for Automatic Elicitation of
Privacy Preferences
Hoda Mehrpouyan

Ion Madrazo Azpiazu

Maria Soledad Pera

Department of Computer Science
People and Information Research Team People and Information Research Team
College of Engineering
Department of Computer Science
Department of Computer Science
Boise State University
Boise State University
Boise State University
Boise, Idaho 83725
Boise, Idaho 83725
Boise, Idaho 83725
Email: HodaMehrpouyan@boisestate.edu Email: IonMadrazo@boisestate.edu
Email: SolePera@boisestate.edu
Abstract—The increasing complexity and ubiquity in user
connectivity, computing environments, information content, and
software, mobile, and web applications transfers the responsibility of privacy management to the individuals. Hence, making it
extremely difﬁcult for users to maintain the intelligent and targeted level of privacy protection that they need and desire, while
simultaneously maintaining their ability to optimally function.
Thus, there is a critical need to develop intelligent, automated,
and adaptable privacy management systems that can assist users
in managing and protecting their sensitive data in the increasingly
complex situations and environments that they ﬁnd themselves
in. This work is a ﬁrst step in exploring the development of
such a system, speciﬁcally how user personality traits and other
characteristics can be used to help automate determination of
user sharing preferences for a variety of user data and situations.
The Big-Five personality traits of openness, conscientiousness,
extroversion, agreeableness, and neuroticism are examined and
used as inputs into several popular machine learning algorithms
in order to assess their ability to elicit and predict user privacy
preferences. Our results show that the Big-Five personality traits
can be used to signiﬁcantly improve the prediction of user privacy
preferences in a number of contexts and situations, and so using
machine learning approaches to automate the setting of user
privacy preferences has the potential to greatly reduce the burden
on users while simultaneously improving the accuracy of their
privacy preferences and security.

Individuals are uniquely different in how they make decisions on what information to disclose. Recent experimental
studies [2] have identiﬁed that the willingness to share and
trust vary signiﬁcantly across cultures and among individuals
within a culture. In order to determine user’s privacy preferences, current systems depend upon users specifying the
matrix of all their privacy requirements, which include types of
information, situations, other people and parties that they will
be in contact with, to name a few. As a result, the elicitation
of privacy preferences is very complex and requires signiﬁcant
user time and resources. Current approaches for overcoming
this problem, such as the World Wide Web Consortium (W3C),
Platform for Privacy Preferences (P3P) speciﬁcation, and selfregulatory efforts such as BBBOnline, TRUSTe make many
assumptions about how users perceive privacy [3].
Schaub [4] points out that most research on privacy in
ubiquitous computing has focused on general privacy issues
and provided solutions for very speciﬁc applications, use cases,
and domains. But given the increasing complexity in user
environments and use cases, it is not reasonable to expect
users to ﬁne-tune their privacy preferences correctly and in
such a way that balances their ability to optimally function in
the environments that they operate in while guaranteeing the
level of privacy that they desire. Therefore, more generally
applicable solutions should be developed to automatically and
intelligently determine and take into consideration individual
user preferences that enable optimal privacy settings for a
broad spectrum of user applications and use cases. To this
end, this paper aims to provide a better understanding of
the patterns of privacy preferences across a general model of
personality trait structure, and utilize the results to develop a
framework for automatic elicitation of privacy preferences in
the future work.
Based on current privacy research, users continuously modify their data sharing behavior to achieve an expected level
of privacy [5]. According to Acquisti et al. [6] privacy
preferences are dynamic in nature, meaning that the privacy
rules and policies can grow and change based on the context,
heuristics, and cognitive biases. With that in mind, we focus
our research efforts on understanding users’ preferences when
they ﬁrst log-in to the Privacy Management System and there

I. I NTRODUCTION
With the advance of ubiquitous technologies such as sensor
networks and diverse types of smart devices, users will interact
with each other and their surroundings, sharing and collecting
information in an increasingly complex and dynamic environment. While each user has a mental model that they use
to decide whether to disclose or withhold information, with
the overwhelming increase in the complexity of information
services and the aim to push technology into the background,
users have a feeling of being surrounded by “ambient intelligence” [1]. This implies a crucial need for designing and
developing tools and algorithms to support personal privacy
management for end users in ubiquitous environments. In
order to design such systems, the ﬁrst requirement is to
understand the patterns of preferences in terms of sharing
information. Privacy concerns of the individual user also need
to be examined in order to be able to draw privacy policies
and rules that are targeted to the needs and expectations of
each individual user.
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are no historical data or relevant information available.
There is strong evidence that suggest the Big-Five representation takes into account the variations between people
across many cultures and languages [7], [8]. Further, different
disciplines have used the Big-Five model as a reference
structure for the assessment of human personality including
evolutionary psychology [9], behavior genetics [10], genetic
epidemiology [11], social networks [12], robotic [13]. Therefore, the Big-Five personality traits of openness, conscientiousness, extroversion, agreeableness, and neuroticism is adapted
to attempt to predict user’s privacy preferences in a number
of different contexts. The Big-Five model originated from the
discovery of over 4,500 trait words in language [14]. This
number later was reduced using factor analytic techniques,
which helped researchers to identify the ﬁve personality
traits [15]. In our work, we rely on the ﬁve personality traits
of the Big-Five structure as we model them as user attributes
and use them to further determine users’ information-sharing
preferences.
Due to lack of publicly available benchmark resources that
could allow us to conduct the proposed empirical analyses, we
administered two surveys to 413 anonymous users via Survey
Monkey, an online tool designed to build and disseminate
surveys. The collected responses make it possible for us to
study users’ privacy preferences.
The main contribution of this paper is to explore the link
between individuals’ privacy perceptions and their personality
dimensions, age, and demographics. This will facilitate the
task of inferring a general rule coding the association between an individual’s attributes and his/her privacy disclosure
behavior. Another contribution is the dataset created as a
byproduct of this research work, as the data collected through
the aforementioned surveys will be shared with the research
community upon publication.
The remaining of this paper is organized as follows: in
Section II, we offer background information related to privacy
management theory and personality traits. In Section III, we
discuss the data collection process and offer an overview of
the collected responses, based on the demographics of the
participants. Thereafter, we detail the results of the empirical
analysis conducted to determine (i) if there is a speciﬁc demographic factor that conditions user sharing preferences, (ii)
the degree to which personality traits inform the informationsharing prediction task, and (iii) whether it is possible to
rely on users’ historical preference-sharing patterns–based explicit responses—to determine future user behavior—implicit
responses. The ﬁndings can be used to infer the privacy
preferences for a new user of a privacy management system.
Lastly, in Section IV, we discuss the implications of our
ﬁndings for theory and practice and provide suggestions for
future research.

control, it is required that we deﬁne privacy not only as a
personal process but as an interpersonal boundary-control
process. In this case, privacy rules and norms are developed not
only based on individuals privacy preferences, but also based
on their interactions with others. Consequently, privacy is seen
as a dynamic process guided by social and communication
processes that are continuously managed between parties. The
Communication Privacy Management (CPM) theory, developed by Petronio [16] promotes this dynamic view of privacy.
CPM theory indicates that individuals depend on ﬁve criteria to generate privacy rules for access and protection of
private information: (a) culture, (b) gender, (c) motivations,
(d) context, and (e) risk-beneﬁt ratio. These traits are often
grouped into two sets of characteristics which are considered
during the privacy rule development process: static (culture,
gender) and dynamic (motivation, context, risk-beneﬁt ratio).
Given the ever-changing nature of dynamic characteristics, it
is anticipated that only static characteristics can be used for
develop privacy rules for new users of Privacy Management
Systems. These rules might change later based on what we
learn from users’ dynamic characteristics. However, for the
purpose of this research, we focus only on culture and gender
to model static characteristics and thus understand and predict
privacy preferences.
As pointed out by Petronio [16] and Hunter [17], cultural
expectations for privacy affects individuals’ willingness to
disclose information or not. For example, based on several
research ﬁndings, comparing cultures in US, Britain, and Germany revealed that people in US are more tolerant to privacy
exposure and there is a higher degree of self-disclosure [18],
[19]. While the cultural values impacting privacy decision are
difﬁcult to quantify, recent works [20], [21] have found strong
relationships between cultural values such as individualism
vs. collectivism, masculinity vs. femininity, and uncertainty
avoidance and the average Big-Five scores. These results are
useful in that they provide a theoretical basis to show that
the Big-Five personality trait takes into account the variations
between people across many cultures and languages.
The psychology of personality has been inﬂuenced by the
Five-Factor Model (FFM or Big-Five). The Big-Five taxonomy
of personality dimensions, in part due to the vast amount of
research that has contributed to establishing its validity, is
accepted as a model of reference for the hierarchical models
of personality [22]. The ﬁve dimensions in the Big-Five
taxonomy are Extraversion, Agreeableness, Conscientiousness,
Neuroticism, Openness. Thus, in our analysis (presented in
Section III), these static ﬁve-factor structure is used to represent cultural differences among participants (Figure 1).
III. P ERSONALITY T RAITS AND P RIVACY: I NITIAL S TUDY
In this section, we ﬁrst detail the data collection process.
Thereafter, we present the framework of our empirical analysis
and provide an overview of the collected responses. Lastly, we
discuss the ﬁndings of our initial assessment of the collected
data.

II. C OMMUNICATION P RIVACY M ANAGEMENT T HEORY
AND B IG -F IVE P ERSONALITY T RAITS
In order to address the challenges of designing effective
privacy management systems that provide tangible privacy
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TABLE I
R ESPONSES TO THE W ESTIN QUESTIONS

  
   



 




 





 

  


Consumers have lost
all control over how
personal information
is collected and used
by companies.
Most businesses handle the personal information they collect
about consumers in a
proper and conﬁdential way.
Existing laws and organizational practices
provide a reasonable
level of protection for
consumer privacy today.

 


Fig. 1. Privacy rule development

A. Data Collection
This work focuses on a user-centric approach to privacy,
combining aspects of applied psychology, systems design,
and user experience approaches to understand and predict
user’s privacy preferences. The psychology of personality has
been inﬂuenced by the abbreviated version of the Big-Five
Inventory (BFI-44) to a 10-item that was adapted and validated
by Rammstedt et. al. [23] for online data collection.
Following the premises deﬁned in [23], we conducted a
survey in which we asked participants ten questions that are
shown in Appendix A and used a 5-point scale to indicate
the degree to which they agreed with the statements. The
responses provided by each participant allowed us to describe
different aspects of their personality.
Besides personality traits, we explored the general privacy
preferences of the users. In order to do so, this research builds
on the pilot survey conducted by Olson et al. [24]. Based
on a two-phased study conducted by the authors in [24], the
participants in the study were questioned about the types of
information that they have shared with others and later regret
sharing. The result of this exploratory analysis lead to the
identiﬁcation of forty types of information and twelve types
of relationships and roles that are important in eliciting the
privacy preferences of users. For the survey conducted for
this research, users were asked about their sharing preferences
for 18 out of 40 different pieces of information, with 12
out of 19 different pre-deﬁned groups of people that were
identiﬁed by Olson et al. [24]. The reason for selecting a
subsection of information types and groups of people was to
keep the survey short and effective. We collected responses
from 413 distinct participants. The questions that were asked
to each participant in this survey, which are meant to capture
whether they would be comfortable with sharing each type
of information with each type of person or not, are shown in
Appendix B. Moreover, volunteers were invited to complete a
6-item questionnaire covering basic demographics, such as age
and gender. In addition to the questions presented in Appendix
A and Appendix B, volunteers responded to three questions
used to identify their general privacy attitudes and to enable
segmentation of the sample (see Table I for the questions and
scale). The Harris Polling organization [25] has extensively
used this questionnaire, which is based on the methodology

Strongly
Agree
Agree

Not
Sure

Disagree

Disagree
Strongly

30.40%

41.57%

17.81%

8.55%

1.66%

4.04%

21.85%

34.44%

28.74%

10.93%

2.85%

20.67%

30.88%

28.74%

16.86%

TABLE II
W ESTIN P RIVACY S EGMENTATION
Westin Privacy Category
Privacy Fundamentalists
Privacy Pragmatists
Privacy Unconcerned

Percentage of Participants
27%
70%
3%

developed by privacy expert Alan Westin [26]. Based on this
approach, participants giving privacy-oriented responses to all
three questions were classiﬁed as “privacy fundamentalists”.
Participants giving privacy-oriented responses to some, but not
all, of the questions were categorized as “privacy pragmatists”,
and participants giving non-privacy oriented responses to all
the questions, were categorized as ”privacy unconcerned” [27].
Using the segmentation process outlined above, Table II
presents the percentage of participants categorized within each
privacy category. The percentages in Table II differ somewhat
from Harris polls [2] – the respective percentages from the US
in the 2003 poll are 10% ”unconcerned”, 64% ”pragmatist”
and 26% ”fundamentalist”. However, in our sample: 27%
are classiﬁed as ”fundamentalist”, 70% ”pragmatist” and 3%
”unconcerned”. While, these ﬁgures represent the fact that
users are more concerned about privacy and more privacyaware than before, it also veriﬁes that the survey ﬁndings are
a reasonable representation of participants’ general privacy
attitudes. Although, Woodruff et al. [28] has reported that
the Westin Privacy Segmentation Index can not be used as a
predictive measure in many privacy contexts.
B. Data Analysis
In this study, machine learning and statistical techniques are
used to explore the relationship between privacy preferences
and user’s personality traits. Further, the purpose of this study
is to analyze the correlations among the types of information
shared among user’s social circles, and the affect of age and
gender on information sharing behavior.
1) Framework: As previously stated, we treat the ﬁve traits
of the Big-Five model as features that affect the online behavior of users and their willingness to share private information.
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To examine the data, we used Python’s data science kit1 ,
speciﬁcally SciKit-Learn, Numpy, Pandas, and MatPlotLib
packages. These packages facilitate pre-processing, analysis,
classiﬁcation, and visualization of data.
For data processing purposes, we represented the responses
gathered through the survey detailed in Appendix A and
Appendix B as tuples of the form:
<id, age, gender, x1 , x2 , x3 , x4 , x5 , inf o type,to whom,
class>, where
•
•
•
•
•
•
•
•
•

•

•

id is a anonymous identiﬁer for the response generated
by participant P .
age captures P ’s age (min = 18, max = NA).
gender, which can be “female”, “male”, or “N/A” captures P ’s gender, if available.
x1 denotes Openness (min = 1, max = 5).
x2 denotes Conscientiousness (min = 1, max = 5).
x3 denotes Extraversion (min = 1, max = 5).
x4 denotes Agreeableness (min = 1, max = 5).
x5 denotes Neuroticism (min = 1, max = 5).
inf o type refers to a speciﬁc type of information, for
example credit card number, marital status, or email
address.
to whom identiﬁes the a speciﬁc person or group with
whom you’d share that information, such as a sales
person, child, parent, or spouse.
class (which can be either “Yes” or “No”), captures P
willingness to share inf o type with to whom.

Fig. 2. Age distribution of participants

Focusing on qualitatively describing participants, we should
mention that 60% of the respondents had a college degree,
62% of the participants were employed, 17% retired, 7%
student, and the rest were not working. Furthermore, 57%
were married, 31% single, and the rest widowed, divorced,
or separated.
In addition, it is important to note that the geographical
distribution of the survey participants which was administrated
in US was: West North Central, West South Central, and
Paciﬁc region each (28.57%) and South Atlantic (14.29%).
When comparing men and women, in terms of their responses to all the privacy questions in the survey, we observe
that 64% of men and 66% of women do not want to share
their information. Our ﬁnding conﬁrms the result concluded by
other research that women are more concerned than men about
their personal privacy in information gathering situations [29],
[30].
Furthermore, our analysis shows that with the increase
in age, the willingness to share information decreases. (See
Table III for details.) These results correlate with recent reports
that state that younger internet users are more willing to
disclose their private information than older adults [31], [32].

2) Understanding the Collected Data: The ﬁrst part of the
analysis was performed on the responses provided by the
413 volunteers who responded to the surveys presented on
Section III-A and concentrated on participants’ demographic
information, such as age and gender. Moreover, this analysis
also considered their responses to privacy disclosure and
personal information-sharing behaviors. This lead to 89,208 (=
413 × 12 × 19) tuples, as described in Section III-B1, since
each volunteer provided sharing preferences with respect to 18
information types and 12 different groups of people to whom
they would disclose (or not) the respective information type.
Among all the collected tuples, 35.2% (31,443 instances)
reﬂect people who are willing to share a particular information,
e.g. marital status, whereas the remaining 64.8% (57,765
indicates) capture people who prefer not to share information.
This constitutes a clearly unbalanced dataset, as the majority of
the instances show a “non-sharing” preference, when it comes
to personal information.
The majority (77%) of the respondents to the survey were
Caucasian, 7% African American, 7% Hispanic and an additional minority of participants were either Other, Asian,
or Native American. Most respondents were women (54%).
Regarding age distribution of participants, 85% of respondents
were between the ages of 25 to 74, with highest number of
respondents were among the 55-64 age group (see Figure 2
for age-distribution of participants).

TABLE III
W ILLINGNESS TO SHARE INFORMATION , DISTRIBUTED BY AGE
Age

18-29

30-44

45-59

60

Share Information
Do not Share Information

40%
60%

39%
61%

34%
66%

29%
71%

In the second part of the analysis, we focus on investigating
if there is a relationship between the Big-Five personality traits
and information sharing preferences. In order to do so, we
computed Pearson’s correlation (deﬁned as in Equation 1) for
each pair of personality traits. This measure determines how
dependent any two variables are on each other, showing a
bigger absolute value when the variables are related and a
sign denoting the direction of the relation.
n

(xi − x)(yi − y)

(1)
r(X, Y ) =  i=1
n
n


2
2
2
2
(xi − x)
(yi − y)

1 http://pydata.org/downloads.html

i=1
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i=1

the relatively high correlation factors among them. The
same is true for information types including non-work
related information and events, work related information,
health information, Personal Computers
• High correlation related to information disclosure patterns
is also observed for information related to salary and
personal failure.
• The correlation between home phone number and credit
card number is close to 0, indicating that there is no
consistent disclosure patters between these information
types.
The next part of the data analysis focused on ﬁnding
the correlation between the different types of persons with
whom participants tend to have similar information disclosure
practices, regardless of their personality traits. We highlight
below a number of disclosure patterns, among the many
illustrated in Figure 4:
• The correlation score between parents and siblings is 0.54
indicating somewhat similar information-sharing patterns.
• Survey participants evidence similar trends in sharing (or
not) information among people they want to impress, such
as a new hire or a date, or their Facebook connections,
based on the 0.59 correlation score computed for the
aforementioned information types.
• A correlation score of 0.58 provides evidence that similar
intention to share (or lack thereof) is observed when it
comes to disclosing information with lawyers, people that
survey participants want to impress, and employees.
• Salesperson and lawyer show a correlation score of 0.55.
Further analysis of the sharing preferences with regards to
the information types that are shared with the lawyer and
the salesperson, as represented in Table V, reveals that
there is a consistent low degree of information disclosure
for both.
• Sibling and spouse show a low correlation— 0.01 depicted in Figure 4. A more detailed evaluation of the
information sharing preferences with regards to each
piece of information reveals that this low correlation
score is the result of participants’ tendency to share more
information with their spouse rather than siblings. Some
examples are the differences among likelihood of sharing
online calendar information, credit number, email, and
health information, as captured in Table V.

where X and Y are any two variables, such as openness or
neuroticism; n is the number of observations for X and Y ; xi
n

xi
and yi are particular observations of X and Y ; x = n1
is the average among observations for X; and y =

1
n

i=1
n


i=1

yi

the average among observations for Y .
We depict in Table IV the correlation between each pair
of personality traits, with regards to information sharing preferences. The ﬁndings did not reveal any strong relationship
among any pair of personality trait, at least when it comes
to information sharing preferences. However it is noticeable
that neuroticism is negatively correlated with all the other
personality traits, a fact that reﬂects the nature of this particular
personality traits.
In addition, the distribution analysis of the probability of
sharing information (true) or not (false) for each personality
trait was conducted to document its affect on willingness to
share information (Appendix C). As depicted in Figure 5 in
Appendix C, participants with more than a score of 3.25 in
extroversion tend to share information with a higher degree of
probability than others. However, this number is very small in
comparison to the entire population with the same score. This
pattern is repeated for agreeableness and openness, however,
there are no cleare conclusion for neuroticsm and conscientiousness. These results provide further validation to our
claims on the importance of considering diverse personality
traits when trying to identify whether any individual will be
or not willing to share information.
TABLE IV
C ORRELATIONS A MONG P ERSONALITY T RAITS
neuroti
cism
1
0.082
-0.28
-0.33

open
ness
0.082
1
0.12
0.014

extra
version
-0.28
0.12
1
0.17

agree
ableness
-0.33
0.014
0.17
1

conscien
tiousness
-0.32
0.07
0.18
0.28

-0.32

0.07

0.18

0.28

1

neuroticism
openness
extroversion
agreeableness
conscien
tiousness

Besides exploring connections among personality traits, we
investigate the relationship between each information type and
the sharing preferences. The corresponding correlation scores
reported in Figure 3 capture the degree to which information
disclosure patterns are repeated among pairs of information
types, regardless of personality types. We highlight below a
number of interesting information disclosure patterns illustrated in Figure 3:
•

•

•

C. Exploring Prediction of Information-Disclosure Patterns
Having explored correlation patterns among information
types and groups of people when it comes to sharing information, we focused on examining the data more extensively and
looked for patterns related to information disclosure based on
personality traits.
With that in mind, we ﬁrst assessed if by nature, the
responses provided any indication of people willingness to
share information or lack thereof, regardless of personality
types. In order to do so, we considered the percentage of tuples
in the “majority class” in each of the 216 speciﬁc sharing tasks

GPS location, calendar, online status, and health information are tightly related, as evidenced by their correlation
factors that are around 0.60.
Disclosure patters are also similar for age, marital status,
cellphone number, and personal success, as evidence by
the correlation scores in the 0.6-0.75 range.
Political and religion preferences (pref in the Figure),
personal success, and health information also exhibit
similar information disclosing patterns, as evidence by
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home
credit
trans
email
age
marital
cellphone
success
PC
failure
salary
shareexternal
shareInternal
health
pref
online
calendar
location

Fig. 3. Correlations between pairs of information types, along with the hierarchical structure clustering types

The sharing preferences for the information type “Transgression” can be inferred for 9 out of 12 groups of people.
• The preferences to share Personal Computer is likely
known for 7 out of 12 groups of people.
• The preferences to share information to impressing people that the participant has not known for a long time
(such as date and new hire) and with salespersons can
be highly likely identiﬁed for 15 out of 18 information
types.
• The likelihood of disclosing information to a lawyer or
on a personal Facebook wall, is known for 13 out of 18
different information types.
Based on the results from Table VI, those cases with default
accuracies, i.e., “majority class” of 80% or higher provide less
opportunity for the machine learning algorithms to improve
upon it. For example, if the default accuracy is 95%, then

(i.e., per information type and per group of users). We include
the results of our ﬁndings in Table VI.
As illustrated in Table VI computed based on the responses
gathered through our surveys, there are a number of prediction
tasks for which personality traits do not affect the power of
the classiﬁcation. For example, the majority of the collected
responses indicated that people do not favor sharing salary
information on Facebook (more than 90% of the responses).
We highlight in black in Table VI cases in which 90% of more
of the responses belonged to the “majority class”. Furthermore,
we highlight in gray cases where the majority class includes
between 80% and 89% of the instances for each corresponding
predictive task. Overall, for 74 out of the 216 cases the
majority class amounts for 80% or more of the instances. We
observe in the data a number of representative cases worth
outlining:

•
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spouse

manager

workforme

lawyer

salesperson

impress

Facebook

family

child

friend

parent

Facebook

sibling

Fig. 4. Correlations between persons, along with the hierarchical structure clustering person types

the largest improvement possible is 5%. But perhaps more
importantly is the effect on the training set. With only 413
tuples to pull from per case, if the default accuracy is 90%,
then there will only be 41 or so examples available for the
non-majority class, and since 10-fold cross validation was
used to assess generalization performance, this number will be
reduced by a further 10%. It is unlikely that 35 examples is
enough examples for a machine learning algorithm to extract a
meaningful understanding of the complex concept represented
by the non-majority examples for these particular classiﬁcation
tasks. On the other hand, cases for which disclosing patterns
are more evenly distributed, i.e., closer to a 50-50 split between
share/don’t classes, then we would have enough examples in
each class for the machine learning algorithms to extract useful
concept information about these class labels.

a specif information type with a speciﬁc groups of people, i.e.,
for cases on which the “majority class” among responses is
not beyond 90-percentile, we conducted a new experiment.
Several machine learning algorithms were applied to each
of the 216 distinct classiﬁcation tasks (number of information
type × number of person types), and the best algorithm
for the given classiﬁcation task was selected using 10-fold
cross validation. The machine learning methods that were
tested included: support vector machines (SVMs) [33], decision trees including pruned and unpruned decision trees [34],
random forests [35], as well as Bayesian approaches including
Bayesian networks and Naive Bayes [36]. All of them were
implemented using the default parameters offered by the scikit
learn discussed in Section III-B1.
We observed that when averaging algorithm performance
among the different explored classiﬁcation cases, none of the
algorithms signiﬁcantly outperformed the others. However,

To further improve upon the ability of a Privacy Management System on determining the likelihood of a person sharing
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proposed a new study where we trained a random forest based
on information-sharing preferences with respect to one person
or relationship to predict the information-sharing preferences
of the same user with other person or relationship-type. For
example, we wondered if it is possible to predict people’s
willingness to share a speciﬁc information type with their
siblings based on what they shared (or not) with their parents?.
An initial assessment on sample pairs relationship indicates
promising results. For example, as illustrated in Table VIII, if
we know the participant’s sharing preferences with her/his parents, then it is indeed possible to infer the sharing preferences
with his/her siblings for a number of information types. The
same applies to sharing patterns on Facebook if the type of
information you are willing to share with someone you want
to impress is known (see Table III-C) and sharing patterns
with a manager, if the type of information disclosed with an
employee is known (see Table III-C).

TABLE V
I NFORMATION S HARING P REFERENCES — EACH NUMBER REPRESENTS
THE LIKELIHOOD OF DISCLOSING A GIVEN INFORMATION TYPE TO A
PARTICULAR PERSON BASED ON THE RESPONSES COLLECTED FOR THE
SURVEYS DETAILED IN A PPENDIX A AND A PPENDIX B

age
calendar
cellphone
credit card number
email
health information
home phone number
location
marital status
online status
personal computer
personal failure
personal success
salary
non-work related
information
work related information
political and religion
preferences
transgression

lawyer

salesperson

siblings

spouse

0.368
0.102
0.213
0.126
0.337
0.082
0.211
0.082
0.433
0.128
0.051
0.123
0.162
0.153

0.416
0.061
0.177
0.341
0.199
0.073
0.155
0.07
0.433
0.087
0.024
0.061
0.126
0.094

0.734
0.446
0.738
0.339
0.455
0.545
0.714
0.54
0.717
0.496
0.375
0.465
0.68
0.392

0.809
0.76
0.801
0.709
0.692
0.77
0.799
0.77
0.799
0.758
0.7
0.77
0.794
0.789

0.099

0.085

0.443

0.729

0.148

0.075

0.322

0.644

0.128

0.145

0.584

0.78

0.09

0.029

0.206

0.61

D. Overall Discussion and Lessons Learned
Further analysis of the data in Tables VI and VII reveals
that more personal, well-known groups (or relationships) such
as spouse or child, compared with less well known (such
as salesperson) shows high accuracy of prediction of privacy
preferences for those who do not have a close relationship with
the user. For example, from the different types of information
and people we asked participants to rate, they were much
more likely to want to keep information private when it is
a salesperson, or their Facebook wall. These categories thus
have much higher prediction accuracy. On the other hand,
the information sharing pattern seems to be harder to predict
with regards to those who have a close relationship with the
user. We hypothesize that this is because a user’s sharing
preferences with a person they know well depends less on
their own personality and other personal traits, and more on
the personal traits of the person they are sharing with. For
example, users will know if their siblings are trustworthy with
a particular piece of personal information, and also if they
have a relationship with that person that warrants sharing such
information. However, such information concerning siblings
or other groups was not available to the machine learning
algorithms during training. Therefore, further content analysis
and information extraction of text data (chat, SMS, and
email), voice, user actions, and behaviors are required to better
understand the dynamic of these types of relationships.

Random Forest proved to be the most accurate among most
of the cases. Therefore, the results of the experiment reported
below focus only on the results obtained as a result of applying
a Random forest algorithm.
Table VII shows the difference in performance between
applying the random forest classiﬁer and the accuracy simply
based on majority class (shown in Table VI). Entries in
this table have a positive value when the machine learning
algorithm performed better than majority class guessing for
the given classiﬁcation task.
It is evident that there is a clear correlation between low
default accuracy in Table VI and performance improvement
captured in Table VII over majority class guessing. In fact,
the lowest default accuracy in each column almost has the
highest gain in machine learning algorithm performance in
most cases. For example, columns spouse, siblings, parents,
and child columns from in Table VI have the lowest number
of high default accuracies, however, columns spouse, siblings,
parents, and child in Table VII show high improvement is
accuracy. Hence, the use of Big-Five personality traits in
training set made signiﬁcant improvement in predicting the
information sharing preferences in cases where majority class
guessing were low.
For the cases in which not enough training tuples are
available, i.e., cases for which we do not have a sample
of responses representative enough to determine whether an
individual is willing or not to share information, it is clear
that further examination is needed. Given the high correlation
among some groups of people (as illustrated in Figure 4)
we hypothesize that a comparable predictive performance
can be achieved by a classiﬁer by taking advantage of this
information.
In pursuit of verifying the aforementioned hypothesis, we

IV. C ONCLUSION AND F UTURE W ORK
We have conducted an initial study to appraise the relationship among privacy preferences, information sharing patterns
and personality traits. The results of the study are signiﬁcant
in several ways. Similar to the reports by Olso et al. [37], we
ﬁnd that people differ in their willingness to share personal
information and a one-size permissions structure does not
ﬁt all. Furthermore, from the survey data it is clear that
one policy for a piece of information does not ﬁt all cases,
with signiﬁcant differences in user preferences across different
groups for the same piece of information. The result of
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TABLE VI
BASELINE COMPUTED FOR EACH PREDICTION TASK , WHERE THE REPORTED SCORES CAPTURE THE PROPORTION OF INSTANCES IN THE “ MAJORITY
CLASS ”, REGARDLESS OF THAT CLASS BEING willing to share OR not willing to share

age
calendar
cell phone
credit card
email
health
information
home phone
number
location
marital status
online status
personal computer
personal failure
personal success
salary
non-work related
information
work related
information
political and religion
preferences
transgression

child

family

friends

impress
people

lawyer

manager

parents

Facebook

salesperson

siblings

spouse

work
for me

0.659
0.63
0.637
0.685
0.586

0.63
0.768
0.576
0.891
0.678

0.814
0.504
0.804
0.748
0.516

0.663
0.935
0.806
0.983
0.823

0.632
0.898
0.787
0.874
0.663

0.533
0.76
0.508
0.949
0.574

0.726
0.564
0.712
0.574
0.533

0.571
0.93
0.896
0.978
0.893

0.584
0.939
0.823
0.659
0.801

0.734
0.554
0.738
0.661
0.545

0.809
0.76
0.801
0.709
0.692

0.552
0.835
0.63
0.961
0.528

0.562

0.714

0.617

0.918

0.918

0.794

0.562

0.886

0.927

0.545

0.77

0.901

0.622

0.608

0.789

0.852

0.789

0.518

0.692

0.935

0.845

0.714

0.799

0.678

0.501
0.649
0.581
0.692
0.661
0.591
0.69

0.734
0.69
0.7
0.877
0.758
0.508
0.838

0.6
0.801
0.557
0.562
0.62
0.729
0.586

0.932
0.617
0.886
0.973
0.923
0.736
0.913

0.918
0.567
0.872
0.949
0.877
0.838
0.847

0.806
0.562
0.78
0.923
0.811
0.605
0.753

0.54
0.712
0.535
0.605
0.506
0.661
0.511

0.891
0.521
0.823
0.983
0.915
0.69
0.952

0.93
0.567
0.913
0.976
0.939
0.874
0.906

0.54
0.717
0.504
0.625
0.535
0.68
0.608

0.77
0.799
0.758
0.7
0.77
0.794
0.789

0.877
0.511
0.818
0.947
0.874
0.743
0.915

0.654

0.707

0.545

0.915

0.901

0.857

0.564

0.797

0.915

0.557

0.729

0.881

0.743

0.828

0.596

0.932

0.852

0.714

0.678

0.881

0.925

0.678

0.644

0.794

0.506

0.564

0.702

0.843

0.872

0.799

0.552

0.726

0.855

0.584

0.78

0.787

0.923

0.932

0.54

0.969

0.91

0.939

0.835

0.964

0.971

0.794

0.61

0.969

spouse

work
for me

TABLE VII
IMPROVEMENT USING A MULTINOMIAL RANDOM FOREST CLASSIFIER

age
calendar
cell phone
credit card
email
health
information
home
phone number
location
marital status
online status
personal
computer
personal failure
personal success
salary
non-work related
work-related
political and
religion
preferences
transgression

child

family

friends

-0.07
-0.123
-0.046
-0.685
0.143

-0.16
-0.266
-0.007

0.007

0.0

-0.748
0.138

0.022

-0.133

-0.119

0.017

-0.07

-0.167

0.097
0.191
0.022

-0.329
-0.099
-0.303

-0.128

-0.407
-0.029
-0.521
-0.201
-0.547
0.015

-0.119
-0.441

-0.145

-0.356

-0.608

impress
(new hire,
date)

lawyer

manager

parents

Facebook

salesperson

siblings

0.017

0.027

-0.015
-0.387
0.051

-0.114
-0.087
-0.167
-0.574
0.186

-0.002

0.012

-0.143
-0.218
-0.097
-0.596
0.148

-0.53
0.191

0.126

0.203

0.177

0.102

0.007

0.027

0.136

0.031

-0.278
-0.438

0.007
-0.206
-0.121

0.271
0.005
0.041

0.177
0.077
0.128

-0.005

0.0
0.094

0.223

-0.012
-0.264
-0.298

-0.138

-0.291

-0.659

-0.385

-0.341

0.034
-0.3
-0.143

-0.402

-0.356

-0.38

-0.538

-0.012
-0.666
0.044
-0.373
0.036

0.002

0.179
-0.492
-0.385
-0.525
0.0

0.128
-0.465
-0.046
0.102
-0.104

0.099
-0.637
-0.07
0.029
-0.177

-0.075

0.213

0.189

0.136

-0.281

0.155

-0.303

-0.487

-0.402
-0.528

0.104

our study indicates that participants strongly lean towards
keeping information private from salespersons, social media,
and strangers. Therefore, these categories have much higher
prediction accuracy. On the other hand, the information sharing
pattern seems to be harder to predict with regards to those who
have a close relationship with the user such as spouse, parents,
and children. These type of relationships are much more
complex, and have characteristics that were not necessarily

-0.392
-0.719
0.031

0.169

-0.298
-0.053
0.015

addressed by the personality traits and other features we
assessed. However, even so we have been able to signiﬁcantly
improve these predictions for a number of different contexts
using machine learning approaches that were trained using
the Big-Five personality traits of openness, conscientiousness,
extroversion, agreeableness, and neuroticism, as well as other
user attributes.
We argue that it is feasible for the setting of user privacy
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TABLE VIII
C OMPARING THE ACCURACY OF PREDICTION FOR INFORMATION SHARING
PREFERENCES WITH SIBLINGS : A ) KNOWING SHARING PREFERENCES WITH
PARENTS INFER SHARING PREFERENCES WITH THE SIBLINGS , B )

TABLE X
A NALYSIS OF ACCURACY PREDICTION FOR INFORMATION SHARING
PREFERENCES WITH A M ANAGER

KNOWING THE SHARING PREFERENCES WITH SIBLINGS

Information
Type
age
calendar
cell phone
credit card
email
health
information
home phone
location
marital status
online status
personal computer
personal failure
personal success
salary
non-work related
information
work related
information
political and
religion
preferences
transgression

Siblings
(based on the sharing preference
with regards to Parents)

Siblings
(based on
majority class)

0.67
0.627
0.669
0.559
0.695

0.734
0.554
0.738
0.661
0.545

0.59

0.545

0.685
0.7
0.696
0.668
0.601
0.602
0.641
0.627

0.714
0.54
0.717
0.504
0.625
0.535
0.68
0.608

0.682

0.557

0.751

0.678

0.596

0.584

0.782

0.794

Information
Type
age
calendar
cell phone
credit card
email
health info
home phone
location
marital status
online status
personal computer
personal failure
personal success
salary
non-work info
work-related info
political and
religious preferences
transgressions

age
calendar
cell phone
credit card
email
health info
home phone
location
marital status
online status
personal computer
personal failure
personal success
salary
non-work info
work-related into
political and
religious preferences
transgression

Facebook Wall
(based on sharing preferences on
someone user wants to impress)

Facebook Wall
(based on
majority class)

0.772
0.939
0.884
0.971
0.802
0.894
0.915
0.775
0.714
0.847
0.983
0.937
0.748
0.93
0.855
0.879

0.571
0.93
0.896
0.978
0.893
0.886
0.935
0.891
0.521
0.823
0.983
0.915
0.69
0.952
0.797
0.881

0.777
0.964

0.726
0.964

Manager
(based on
majority class)

0.67
0.85
0.688
0.944
0.647
0.828
0.656
0.814
0.772
0.838
0.903
0.809
0.741
0.745
0.872
0.722

0.533
0.76
0.508
0.949
0.574
0.794
0.518
0.806
0.562
0.78
0.923
0.811
0.605
0.753
0.857
0.714

0.826
0.807

0.799
0.939

Future work will concentrate on increasing the accuracy of
privacy preference prediction for those with close relationships
to the user, by conducting content analysis and information
extraction of text data (chat, SMS, and email), voice, user actions, and behaviors to better understand the dynamic of these
types of relationships. This way, we can better understand how
users manage the disclosure and privacy in their relationships
and, especially, how these are patterned through the course of
the relationship. Further, we also plan to increase the sample
size with a greater variety of information types and a greater
number of relationships, as the data set size was a limiting
factor on the accuracy of prediction for several contexts.

TABLE IX
A NALYSIS OF ACCURACY PREDICTION FOR INFORMATION SHARING
PREFERENCES ON FACEBOOK
Information
Type

Manager
(when sharing preferences with
respect to employee are known)

A PPENDIX A: B IG F IVE I NVENTORY-10 (BFI-10)
Here are a number of characteristics that may or may not
apply to you. For example, do you agree that you are someone
who likes to spend time with others? Please write a number
next to each statement to indicate the extent to which you
agree or disagree with that statement. (Disagree strongly = 1,
Disagree a little = 2, Neither agree nor disagree = 3, Agree a
little = 4, Agree Strongly = 5)
I see myself as someone who...
1) is reserved
2) is generally trusting
3) tends to be lazy
4) is relaxed, handles stress well
5) has few artistic interests
6) is outgoing, sociable
7) tends to ﬁnd faults with others
8) does a thorough job
9) gets nervous easily
10) has an active imagination

preferences to be automated to extract association rules and
provide guidance to the design of access controls and interfaces. This would enable end users to deﬁne their privacy
speciﬁcation easier and in a more precise manner. If users
are more comfortable making ﬁner grained distinctions, the
proposed approach enables designers to create designs for
specifying privacy preferences that allow further choices in
a hierarchical scheme, to the level of precision that users feel
comfortable with in granting information access to others.

BFI scale scoring (”R” denotes reverse-scored items): Ex-
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14) How comfortable are you sharing your home phone
number with the following people? (Select all that apply)
15) How comfortable are you sharing your personal success
(i.e. promotion) with the following people? (Select all
that apply)
16) How comfortable are you sharing your age with the
following people? (Select all that apply)
17) How comfortable are you sharing your marital status
with the following people? (Select all that apply)
18) How comfortable are you sharing your cell phone number with the following people? (Select all that apply)
19) How comfortable are you sharing your work email
address with the following people? (Select all that apply)

traversion: 1R, 6, Agreeableness: 2, 7R, Conscientiousness:
3R, 8, Neuroticism: 4R, 9, Openness: 5R, 10
A PPENDIX B: P RIVACY P REFERENCES Q UESTIONNAIRE
The types of people is the same for all the questions in this
category.
1) How comfortable are you with sharing your credit card
number with following people? (Select all that apply)
a- Salesperson (live or web-based)
b- Your personal website/Facebook wall
c- People you want to impress (e.g. hire, date)
d- Corporate lawyer
e- People who work for me
f- People in extended family
g- Child of yours
h- Sibling
i- My Manager
j- Parent/Grandparent
k- Best friend outside of work
l- Spouse
2) How comfortable are with sharing that you have been
involved in a transgression that is well understood to be
wrong (e.g. accessing pornographical images on a work
computer) with following people? (Select all that apply)
3) How comfortable are you with sharing your Salary with
following people? (Select * all that apply)
4) How comfortable are you with sharing that you have
been involved in a potential transgression–action not
universally understood as wrong, more in a gray area
(e.g. using your work computer for church activities.)
with following people? (Select all that apply)
5) How comfortable are you with sharing a personal failure
(e.g. ﬁred from previous job) with following people?
(Select all that apply)
6) How comfortable are you giving following people access
to your computer with personal assurance that they
won’t look at anything? (Select all that apply)
7) How comfortable are you sharing the email groups
or facebook pages that you belong to (external to the
company)? (Select all that apply)
8) How comfortable are you sharing the email groups
or facebook pages that you belong to (internal to the
company)? (Select all that apply)
9) How comfortable are you sharing your preferences (politics, religion, associates, etc)? (Select all that apply)
10) How comfortable are you sharing your health status with
the following people? (Select all that apply)
11) How comfortable are you sharing your speciﬁc calendar
entries with the following people? (Select all that apply)
12) How comfortable are you sharing your current location
with the following people? (Select all that apply)
13) How comfortable are you sharing your current online
status (online, busy) from Instance Messaging (IM) with
the following people? (Select all that apply)

A PPENDIX C: D ISTRIBUTION ANALYSIS OF THE
PROBABILITY OF SHARING INFORMATION ( TRUE ) OR NOT
( FALSE ) WITH REGARD TO EACH PERSONALITY TRAIT

Fig. 5. Distribution Analysis of Information Sharing Pattern with regards to
Extraversion Scores.

Fig. 6. Distribution Analysis of Information Sharing Pattern with regards to
Agreeableness Scores.
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Appliquée, 1996.
[23] B. Rammstedt and O. P. John, “Measuring personality in one minute or
less: A 10-item short version of the big ﬁve inventory in english and
german,” Journal of research in Personality, vol. 41, no. 1, pp. 203–212,
2007.
[24] J. S. Olson, J. Grudin, and E. Horvitz, “Toward understanding preferences for sharing and privacy,” in Proceedings of CHI, 2005.
[25] A. Westin, “Consumers, privacy and survey research,” in New York, NY,
Council of American Survey Research Organizations Annual Conference,
2003.
[26] A. F. Westin, “Social and political dimensions of privacy,” Journal of
social issues, vol. 59, no. 2, pp. 431–453, 2003.
[27] A. N. Joinson, C. Paine, T. Buchanan, and U.-D. Reips, “Watching
me, watching you: privacy attitudes and reactions to identity card
implementation scenarios in the united kingdom,” Journal of Information
Science, vol. 32, no. 4, pp. 334–343, 2006.
[28] A. Woodruff, V. Pihur, S. Consolvo, L. Schmidt, L. Brandimarte, and
A. Acquisti, “Would a privacy fundamentalist sell their dna for 1000
dollar... if nothing bad happened as a result? the westin categories,
behavioral intentions, and consequences.” in SOUPS, 2014, pp. 1–18.
[29] K. B. Sheehan, “An investigation of gender differences in on-line privacy
concerns and resultant behaviors,” Journal of Interactive Marketing,
vol. 13, no. 4, pp. 24–38, 1999.
[30] H. J. Smith, T. Dinev, and H. Xu, “Information privacy research: an
interdisciplinary review,” MIS quarterly, vol. 35, no. 4, pp. 989–1016,
2011.
[31] G. S. Mesch, “Is online trust and trust in social institutions associated
with online disclosure of identiﬁable information online?” Comput.
Hum. Behav., vol. 28, no. 4, pp. 1471–1477, Jul. 2012. [Online].
Available: http://dx.doi.org/10.1016/j.chb.2012.03.010
[32] T. Taraszow, E. Aristodemou, G. Shitta, Y. Laouris, and A. Arsoy,
“Disclosure of personal and contact information by young people in
social networking sites: An analysis using facebook proﬁles as an
example,” International Journal of Media & Cultural Politics, vol. 6,
no. 1, pp. 81–101, 2010.
[33] M. A. Hearst, S. T. Dumais, E. Osman, J. Platt, and B. Scholkopf, “Support vector machines,” IEEE Intelligent Systems and their Applications,
vol. 13, no. 4, pp. 18–28, 1998.
[34] J. R. Quinlan, C4. 5: programs for machine learning. Elsevier, 2014.
[35] “Random forests,” Machine learning, vol. 45, no. 1, pp. 5–32, 2001.
[36] K. P. Murphy, “Active learning of causal bayes net structure,” 2001.
[37] J. S. Olson, J. Grudin, and E. Horvitz, “A study of preferences for
sharing and privacy,” in CHI’05 extended abstracts on Human factors
in computing systems. ACM, 2005, pp. 1985–1988.

Fig. 8. Distribution Analysis of Information Sharing Pattern with regards to
Neuroticism Scores.

[6] A. Acquisti, L. Brandimarte, and G. Loewenstein, “Privacy and human
behavior in the age of information,” Science, vol. 347, no. 6221, pp.
509–514, 2015.
[7] R. R. McCrae, P. T. Costa Jr, A. Terracciano, W. D. Parker, C. J. Mills,
F. De Fruyt, and I. Mervielde, “Personality trait development from age
12 to age 18: Longitudinal, cross-sectional and cross-cultural analyses.”
Journal of personality and social psychology, vol. 83, no. 6, p. 1456,
2002.
[8] D. P. Schmitt, J. Allik, R. R. McCrae, and V. Benet-Martı́nez, “The
geographic distribution of big ﬁve personality traits patterns and proﬁles
of human self-description across 56 nations,” Journal of cross-cultural
psychology, vol. 38, no. 2, pp. 173–212, 2007.
[9] D. Nettle, “The evolution of personality variation in humans and other
animals.” American Psychologist, vol. 61, no. 6, p. 622, 2006.
[10] K. L. Jang, W. J. Livesley, and P. A. Vemon, “Heritability of the big
ﬁve personality dimensions and their facets: A twin study,” Journal of
personality, vol. 64, no. 3, pp. 577–592, 1996.
[11] M. H. De Moor, P. T. Costa, A. Terracciano, R. F. Krueger, E. J. De Geus,
T. Toshiko, B. W. Penninx, T. Esko, P. A. Madden, J. Derringer et al.,
“Meta-analysis of genome-wide association studies for personality,”
Molecular psychiatry, vol. 17, no. 3, pp. 337–349, 2012.
[12] Y. Bachrach, M. Kosinski, T. Graepel, P. Kohli, and D. Stillwell,
“Personality and patterns of facebook usage,” in Proceedings of the 4th
Annual ACM Web Science Conference. ACM, 2012, pp. 24–32.
[13] S. Kiesler and J. Goetz, “Mental models of robotic assistants,” in CHI’02
extended abstracts on Human Factors in Computing Systems. ACM,
2002, pp. 576–577.
[14] G. W. Allport and H. S. Odbert, “Trait-names: A psycho-lexical study.”
Psychological monographs, vol. 47, no. 1, p. i, 1936.
[15] P. T. Costa and R. R. McCrae, “Normal personality assessment in clinical
practice: The neo personality inventory.” Psychological assessment,
vol. 4, no. 1, p. 5, 1992.
[16] S. Petronio, Communication privacy management theory. Wiley Online
Library, 2008.
[17] H. J. Davison, “Culture wars: The struggle to deﬁne america,” 1991.
[18] S. I. Benn and G. F. Gaus, “The public and the private: concepts and
action,” Public and private in social life, vol. 3, 1983.

95

